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This Information Systenms Security O ficer Accreditati on Handbook
updat es any previous instructions provided to brigades and
battalions. Significant changes i ncl ude:

* Renoval of the position/title of Termnal Area Security
Oficer to conply with national policies (AR 380-19).

* Sinplified format.



FRMO 380-19
5 March 1999

R R b Sk S b b S b I b b S b bk S b R b S b b S b Sk I b S b R S bk b Sk S b S kS b b S bk b S

NOTI CE
- Take care to read ALL instructions conpletely.

- Forward a copy of all required accreditation docunents to
the First Region (ROTC) Information Managenent Division (INMD).

- Mintain on file a copy of all required accreditation
docunent s.

- These instructions do not apply to privately owned systens.
Privately owned systens nay be approved for use on an exception
basis only. \Waiver nust be approved by the First Region (ROTC
I nformation Systens Security Manager (I SSM
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GENERAL | NSTRUCTI ONS

1. The follow ng guidance pertains to all conputers (governnment
and university) accredited under the provisions of this
directive.

* Specific guidance is provided at the begi nning of each
exanple. It is inportant that all exanples be used to ensure al
security and adm nistrative requirenents are net.

* Failure to conply with all requirenents outlined wll
result in a revocation of the conputer's accreditation.
Revocations of accreditation will be documented by the First
Regi on (ROTC) | MD and forwarded through channels to the |SSO
concer ned.

2. The brigade or senior school comander is the Designated
Approval Authority (DAA) and will sign and approve the
Accreditation Docunent.

3. The DAA appoints an Information Systens Security Oficer
(1SSO to:

* Properly safeguard the conputers and information.
* Properly control the operation of the systens.
* Continuously observe the normal operation of the systens.

4. Systens approved at the Uncl assified Non-sensitive and
Sensitive but Unclassified Level are not authorized to

communi cate information to systens which have been approved to
process cl assified data.

5. Communi cating systens are generally operated in a dedicated
(all users possess the sane | evel of security clearance and sane
need to know) or system high (users have sane | evel of security
cl earance and different need to know) security node.

6. The Conmuni cations Security (COVSEC) wai ver dated 5 Mar 98
nmust be included wth the accreditati on packet on file. The
docunent is available on the First Region (ROTC) Wbsite
(wwrotc.monroe.arny. ml/firstregion) on the | MD Page.
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7. Accreditation under these procedures is finalized upon
signature by the DAA and the responsible | SSO and forwardi ng of
the required docunents to First Region (ROTC), ATTN. ATOA-IM
No further approval is needed.
8. A conplete Accreditation Packet consists of ALL of the
follow ng. The original accreditation packet nust be retained by
the organi zation | SSO and a copy of the itens marked with * nust
be provided to First Region (ROTC), ATTN. ATOA-IM
* Certification of Use/Accreditati on Menorandum
* One copy of each | SSO appoi nt nent nmenorandum
* One current copy of List of Equipnent for each conputer
* One copy of the current signed Security Briefing Record.
The COVBEC wai ver.
The Automated Information System Security SOP.
The Ri sk Assessnent nodified for the organization.
9. The docunents listed in paragraph 8 are available on the
First Region (ROTC), Wrld Wde Wb Honepage, | MD Support Page

for downl oadi ng and nodification by the 1SSCs. The COVSEC waver
is a pdf file and cannot be nodifi ed.



FRMO 380-19
Appendi x B
5 March 1999

ACCREDI TATI ON MEMORANDUM
| nstructions for the Accreditati on Menorandum

a. The Accreditation Menorandumw || be used inits entirety
and signed by the DAA and | SSO

b. Accreditation period for each conputer is three (3) years
fromthe date of signature by the DAA and the 1SSO In the event
that the DAA or |1SSO departs prior to the end of the three-year
period, the succeeding DAA and/or ISSOw Il sign the current
accreditati on nenorandum as the next succeeding DAA or I1SSO A
copy of the updated nenorandum and a copy of the appoint nment
menor andum for the succeeding | SSO nmust be forwarded to First
Region (ROTC) IMD. The brigade/battalion nust nmaintain the
original nmenorandumon file with the appoi nt nent nmenorandum f or
t he succeedi ng | SSO

c. The original of the Accreditation Menorandumw || be
retai ned by the organization | SSO and a copy wll be provided to
First Region (ROTC), ATTN. ATQA-IM
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LETTERHEAD
(O fice synbol) Dat e

MEMORANDUM FOR Commander, First Region (ROTC), ATTN. ATOA-I M
Fort Bragg, NC 28307-5000

SUBJECT: Certification of Use/Accreditation of Stand-Al one or
Comruni cati ng Conput er/Laptop Processi ng Uncl assified Non-
sensitive or Sensitive But Unclassified (SBU) Level Information

1. AR 380-19 requires Autonated Information Systens that process
Uncl assified Non-sensitive or Sensitive but Unclassified
Information be accredited to operate. Accreditation takes into
account the risks associated with operating the conputer inits
of fice environnent and the counterneasures taken to protect the
information's confidentiality, integrity, or availability.

2. Purpose of this certification/accreditation is to ensure that
uncl assified sensitive informati on processed by the conputer is:

a. Protected fromdisclosure to unauthorized persons.

b. Protected fromdestruction/alteration by hackers or other
unaut hori zed personnel .

c. Protected fromcorruption or destruction by conputer
Vi ruses.

d. Avail able, conplete, and accurate for use by managers and
oper ators when needed.

e. Protected by each operator who wll conmply with the
security controls stated in paragraph 3 bel ow and the governing
Automat ed I nformation System Security SOP.

3. In accordance with AR 380-19, the conputer systen(s)
identified within the attached List of Equi pnment as Stand-al one
is/are accredited to process and store Uncl assified Non-sensitive
or Sensitive but Unclassified Information in the Dedicated
Security Mode. The conputer systen(s) identified wthin the
attached List of Equipnment as Communicating is/are accredited to
process and store Uncl assified Non-sensitive or Sensitive but
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Uncl assified Information in the Systenms Hi gh Security Mde. The
follow ng conditions are acknow edged, understood, and conplied
with by the conputer operator(s) listed in the Record of Security
Briefings at Appendix E. (NOTE: The approved COVBEC wai ver is
required for the accreditation to be effective.)

a. The processing and/or storage (includes transm ssion with
or without a nodem of classified information on this systemis
prohi bi t ed.

b. The systemw || be used only for official governnent
pur poses.

c. Only software that has been specifically devel oped or
approved for use or has been purchased or |eased by an authorized
U S. Governnent representative and |isted on the List of
Equi prrent, will be used with this conputer.

d. The operator will ensure the confidentiality of Privacy
Act and For Oficial Use Only information by preventing
unaut hori zed access to the conputer equipnent, nedia, and printed
mat eri al .

e. The operator is responsible for the physical security of
the conputer and its associ ated equi pnent.

4. |, the undersigned, acknow edge and understand the conditions
and responsibilities of operating the conmputer(s) identified in
paragraph 3 above and will conply with all of the conditions.

Si ghat ure
(Typed Nanme & Title of |SSO (Dat e)
Si ghat ure
(Typed Nane & Title of Accreditation Authority (Dat e)
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AUTOVATED | NFORVATI ON SYSTEM SECURI TY SOP
Instructions for AIS Security SOP.

a. This SOP wll be reproduced and used in its entirety. A
copy will be maintained by the organization | SSO

b. Al conputer operators will read the AIS Security SOP and
sign the Record of Security Briefing, Appendix E

AUTOVATED | NFORVATI ON SYSTEM SECURI TY SCP
1. Ref er ences:
a. AR 380-19.

b. Menmorandum US Arny Cadet Command, ATCC-I MO, 5 March 1998,
subj ect: Extension of Exception to Policy for Communi cations
Prot ecti on.

2. Purpose:

a. To prescribe policy and procedure to ensure adequate
personnel, physical, comrunications, el ectromagnetic enmanations,
hardware, software, procedural, and all other security aspects
contributing to protection of stand-al one and comruni cati ng
uncl assified Automated Information Systens (AlS).

b. This SOP establishes procedures for stand-al one systens
(i ncluding |aptop conmputers) and networks. Stand-al one
uncl assified systens require the | east anobunt of protection to
meet the required | evel of security as prescribed by governing
regul ation. Networks require different nethods of achieving the
desired |l evel of protection. This SOP is intended to outline
m ni mum security standards required to adequately protect al
st and- al one and comruni cating, unclassified automated i nformation
syst ens.

c. Situations involving conflicts between this SOP and ot her
DOD/ DA regul ations and directives will be resolved in favor of
t hose hi gher regulations. Users are rem nded that this SOP
provi des only the m nimum standards to be inplenented. Mre
stringent requirenents may be inplenented and are encour aged,
however, |ess stringent safeguards may not be substituted.
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d. Al systens accredited/certified under the paraneters of
this SOP nust conmply with these standards before accreditation/
certification is finalized by the accreditation authority.

3. njectives:

~a. Safeguard sensitive defense information against
espi onage, sabotage, m suse, or conproni se.

b. Protect conputers (including |aptop conputers);
sophi sticated word processing equi pnent; software; and data from
theft, m sappropriation, damage and m suse.

c. Establish uniformsecurity procedures for operation of
uncl assi fied stand-al one and networked AI'S t hroughout First
Regi on (ROTC).

4. Responsibilities:
a. Commander s:
(1) Serve as the DAA
(2) Appoint Information Systenms Security Oficer (ISSO).

(3) Assune overall responsibility for the safeguarding
of the AIS for which they endorse on the Accreditation
Menor andum

b. 1SSCs: |In addition to performng those duties outlined
in Chapter 1, AR 380-19, the I1SSCs will performthe follow ng
functions:

(1) Act as a primary point of contact for the systen(s)
charged to their responsibility.

(2) Ensure that an accreditation packet is prepared in
accordance with this directive. Ensure that accreditation
packets are approved prior to comencing Al S operations.

(3) Actively oversee the security of the systen(s) for
whi ch they are charged.

(4) 1SSCs are given authority under paragraph
1-6d(3), AR 380-19, to cause operations to be partially or
conpl etely suspended upon detection of any action which may
affect the security of operations.

9
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(5) Ensure personally owned conputers are not used in
the work place w thout prior approval of First Region (ROTC) | MD.

(6) Ensure only authorized software is allowed to be
operated on Al S.

(7) Report all changes concerning the accreditation of
the systen(s) to First Region (ROTC) | MD.

(8 Notify the First Region (ROTC) | MD whenever possible
conprom ses of classified information occur.

(9) Performall other duties as required by pertinent
regul ati ons.

5. Security Controls:
a. Physical Security:

(1) Wndows to the conputer area are | ocked and secured
at the end of the duty day. Wndows that cannot be adequately
| ocked are secured in one of the follow ng manners:

(a) Metal security screening.
(b) Boarded/bricked w ndows.

(c) Wndows above the first |evel (approximtely 12 feet
above ground | evel) and outside the perineter of external
stairways or fire escapes do not require additional security
saf eguar ds.

(2) Wndow air conditioners are screened or otherw se
made to be capabl e of preventing their renoval and serving as a
means of entry to the conputer area.

(3) Doors are reinforced to strengthen their nornma
physi cal construction (e.g., nultiple |ocks, |ocking bars, welded
hi nges, etc.) when they serve as the sole neans of access from
t he buil ding exterior.

(4) \ere possible, roons/buildings housing conputer

systens are nonitored after duty hours by security personnel on a
regul arly schedul ed basi s.

10
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(5 Al unclassified materials relating to the AIS are
stored in one of the foll ow ng:

(a) Locked desk.

(b) Locked file cabinet.

(c) Locked independent office.

(d) Any other |ocking container which affords double
barrier protection.

(6) Each systemis marked in a manner that provides a
per manent nmeans of rapid identification. This will be done for
each conponent of the system These markings wll:

(a) Identify the equi pnment as being the "PROPERTY OF THE
U S. GOVERNMENT." The term "ARW" nmay be substituted for
" GOVERNMENT. "

(b) Be either engraved, branded, or witten with an
identifiable, traceable agent.

(c) Be placed in a manner that can be readily inspected
and is readily visible when installed in its normal operating
posi tion.

(7) Al AS, located in areas where personnel other than
the authorized users possess access, are secured by one of the
foll ow ng neasures during non-duty hours when |left unattended:

(a) Locking cabinet.

(b) Locks and security cabl es.

(c) Lock-down pads.

(d) Security personnel.

b. Access Control and Security:

(1) The use of |ocking keyboards/ CPUs and/ or passwords
is used to deny unaut horized personnel access to the information
and operation of the Al S

(a) Keys and/or passwords are issued to users and
controll ed by the | SSQO

11
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(b) Passwords are changed sem annually. A record is
mai nt ai ned for issue of passwords by the | SSO

(c) Passwords generated by the | SSO or system
adm nistrator are issued to only one user.

(d) Workstations and desktop conputers should include a
| ocal “idle |ockout/screen saver” feature that automatically
| ocks the screen and keyboard after a specified period of no
activity requiring reauthentication before unlocking the system
Progranm ng and instructions are avail able on the First Region
(ROTC), Wrld Wde Wb Honepage, | NMD Support Page.

(2) Only personnel with a need to know who are properly
briefed on system safeguards will be allowed use of the Al S

(3) Al AIS nedia (hard drives, diskettes, tapes,
printouts, etc.) is provided protection | AW

(a) AR 340-17 (Privacy Act information)
(b) AR 340-21 (For Oficial Use Only infornation)

(4) Custodial personnel who clean conputer areas after
duty hours are escorted or closely nonitored. Checks are nade of
conputer areas after departure of these personnel. In those
cases where no security personnel are present overnight to
supervi se custodi al personnel, the ISSOw Il require users to
conduct pre-operation inspection to identify:

(a) Tanpering.
(b) Unaut horized access.
(c) Theft.

(5) Maintenance personnel required to provide service
for processing systens will be escorted at all tinmes. Wenever
possi bl e, processing systens should remain within the operational
area. In the event that systens nust | eave the operational area,
the | SSO nust ensure the proper safeguarding of sensitive
information prior to release of the equipnment. This will be
acconpl i shed by:

12
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(a) \When possible, overwite non-renovabl e storage
devi ces/ nmedi a | AW procedures outlined in Appendi x B, AR 380-19.
BACKUP ALL REQUI RED DATA/ PROGRANS PRI OR TO DELETI NG OR
REFORVATTI NG THE DEVI CE(S).

(b) If storage nedia is renovable, provide the nedia
appropriate storage until return of the repaired equi pnent.

c. Environnmental Security:

(1) Fire extinguishers are nmade avail able for energency
use. The location of fire equipnment is nade known to all users
of the system Non-water extinguishers are available to protect
t he users and equi pnent.

(2) AIS are not placed in areas where damage from
fl ooding, falling objects, excess heat or electrical hazards is
likely to occur.

(3) AIS are left uncluttered and given adequate air
circulation to prevent overheating and reduce fire hazards.

(4) Eating, drinking and snoking in the i nmedi ate area
of AIS is prohibited.

(5 AIS are |located away from open w ndows, sunlight,
radi ators, and heating vents.

- (6) AIS and peripherals located in areas exposed to
excessi ve dust and mcroscopic particle pollution are covered and
di sk drive doors closed when not in use.

(7) AIS are located on stable desks or tables.

(8) Surge suppressors or uninterrupted power supplies
are used on all systens to protect AIS fromelectrical power
fluctuations.

d. Personnel Security:

(1) Although not required, personnel possessing security
cl earances wll be verified and nonitored by the I SSO.  Security
i nvestigations are perforned on personnel occupying ADP I, 11,
and 11l positions, although security clearances may not be
required. The |1SSO coordinates with the First Region (ROTC

13
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Security Manager and other involved offices regarding the
integrity and character of operator personnel. Users of al
systens are nonitored by the 1SSO to ensure their trustworthiness
concerning the security of the systen(s).

(2) Initial security briefings will be presented to al
personnel to ensure that they are famliar with the security
provi sions of the Automated Information System Security SOP.
Each user will acknow edge that they understand these security
procedures by signing an acknow edgnent sheet at Appendi x E.

e. Communi cations Security: Transm ssion security devices
are not required for stand-al one conputers. The requirenents for
comruni cating conputers outlined in reference la above requires
the use of approved communi cations security devices for the
transm ssion of unclassified sensitive information. The
availability of these devices is extrenely limted for the
protection of unclassified information. Until such tinme as the
capability exists to encrypt all required unclassified
transm ssion, the follow ng counterneasures are to be
i npl enent ed:

(1) Log outs. AIS are | ogged out when |eft unattended
for any period of tine.

(2) Passwords. As applicable, passwords used by network
system users/operators are issued to an individual and are not to
be shared. Users will nenorize their passwords and destroy
printed copies. These passwords are not to be stored in the
vicinity of the system |ssuance of a password constitutes a
license for that individual to operate.

(3) Renote devices connected to the system are afforded
the sanme safeguards |isted above as the host/ mainfrane.

(4) Al data is to be transmtted using Term nal Server
Access Control System (TSACS) | AWreference 1b above.

f. Emanations Security: Emanations security is not a factor
for unclassified sensitive systens.

g. Procedural Security:
(1) Users are trained on the use of software prograns

prior to commenci ng actual operations to prevent the
destructi on/ damage of dat a.

14
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(2) Users are not allowed editing capabilities of system
and application executable files within a network. This serves
as a neans of mnimzing destruction/damage of files and the
i ntroduction of viruses.

(3) Users are allowed access to system and application
files as required. This access will be restricted to the maxi num
extent possible as a neans of m nim zing destruction/danage of
files and the introduction of viruses.

(4) Users will ensure that proper start up and shut down
procedures are known and fol |l owed.

(5) Backup copies of data files are perforned on a daily
basis. These backups are stored separately fromthe systen(s).

(6) AIS are configured so as to provide a screen
indicating the | evel of processing authorized on the system
whenever the start up procedure is initiated or whenever a user
logs on to the system Screen nessages are available fromthe
First Region (ROTC) IMD. Programm ng and instructions are
avai l able on the First Region (ROIC) Wrld Wde Wb Honepage, | M
Support Page.

(7) Privacy Act/FQUO data is controlled, stored,
di ssem nated, and destroyed | AW AR 25-55 and AR 340-21.
Recipients of this data are inforned of protection requirenents.

(8) Privacy Act and FOQUO data is destroyed by shreddi ng
or, as a mninmum tearing/cutting data into four pieces.

(9) Users will not reproduce governnment owned software
for use on nore than one systemat a tinme, unless it is a multi-
user software package. Governnent owned software will not be
used for private use or personal gain

(10) Users conduct end-of-day checks to ensure:

(a) That the user is |ogged out.

(b) That all sensitive itens have been properly
st ored/ dest royed.

(11) Al diskettes are scanned by users for virus

prograns prior to being processed on any AIS. Diskettes are
scanned both initially and whenever users | ose absol ute control

15
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of diskettes that have been utilized on another system This
includes all program application, and data di skettes.

(12) Users are instructed not to use government AlS for
t he playing of conputer ganes. Users are informed that they can
be disciplined for inproper utilization of these systens.

h. Software Security:

(1) Oiginal copies of operating and application
software are secured under separate |ock and controlled by the
| SSO to deter theft. The ISSOw Il establish and maintain a
conplete inventory of all software holdings. Software wll be
inventoried sem annually by the 1 SSO Records of these
inventories are maintained by the | SSO and are subject to
i nspecti on.

(2) Only the I1SSO may grant authority to | oad authorized
sof tware on governnment systens. The 1SSO will personally
supervi se the | oading process. NO GAMES WLL BE LOADED ON
GOVERNMVENT COMPUTERS except those ganes included in governnent
pur chased software used in training purposes.

(3) Locally produced software will be approved by the
| SSO prior to being installed on any Al S

(4) The anti-virus software available on the First
Regi on (ROTC) Wb Honepage will be installed on all conputer
equi pnent used to support the First Region (ROTC) m ssion.
I ncidents where a virus is detected will be reported to First
Regi on (ROTC) | \D.

6. Users of systens governed by this SOP will be required to

read and document in witing their understanding of this SOP on
the Record of Security Briefing at Appendi x E.

16
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ADDI TI ONAL DUTY APPO NTMENT MEMORANDUM
OFFI CE SYMBOL Dat e
MVEMORANDUM FOR See Distribution
SUBJECT: Additional Duty Appointnent
1. Effective ( DATE) : ( NAMVE) : ( SSAN) :

is appointed as Information Systens Security Oficer for the
( ORGANI ZATI ON)

2. Authority: AR 380-109.
3. Purpose: To conply with the provisions of AR 380-19.

4. Period: This appointnment will remain effective until
resci nded.

5. Special Instructions: Conply with referenced publication in
t he performance of your duties.

Si gnat ure Bl ock
Commander / PVS

DI STRI BUTI ON:
1 Accreditati on Packet

1 ATOA-I M
1 I ndividual designated

17
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RECORD OF SECURI TY BRI EFI NG

| acknow edge that | have read and understand the requirenents
outlined within the Automated Information System Security SOP. |
further acknow edge ny responsibilities for the safeguarding,

di ssem nating, storing, and destruction of materials and

equi pnent related to the conputer systen(s) concerned.

NANVE DATE SI GNATURE

NOTE:

1. Oiginal copy of the formw Il be maintained by the
organi zation 1SSO One copy will be provided to First Region
(ROTC) 1 MD.

2. Al personnel will be briefed on Automated I nformation System
Security on an annual basis.

18
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EQUI PMENT LI ST
I nstructions for Equi pnent List.

a. Conplete and maintain one formfor each conputer being
accredited. Maintenance of this sheet will elimnate the need
for nunerous surveys in the future.

(1) Wen equipnent is exchanged for maintenance, the
Li st of Equi prent will be updated by lining through the old
serial nunber and adding the new serial nunber. Provide a copy
of the updated page to the First Region (ROTC) | MD pronptly.

(2) Wen new equi pnent is received, update the
appropriate page or create a new page for new systens. Provide a
copy of this page to the First Region (ROTC) | M pronptly.

b. Category: There are three categories of conputers. The
| SSO nust determ ne the correct category for each conputer. The
categories are:

- Stand- Al one Conputer

- Comuni cati ng Conput er

- Communi cating Laptop

(1) Stand-al one conputers are those AlI'S that do not
communi cate or transfer information to another AlI'S through the
use of data/tel ephone/radio |links. Stand-alone conputers possess
al |l equi pnmrent and conponents necessary to process, View,
enter/retrieve, and print data/information. |In addition to
previously nmentioned criteria, all of the follow ng conditions
must exist for conputers accredited under stand-al one category:

* AISis that type which is referred to as a "desk top" or
"personal (not privately owned) conputer"” (PC)

* AISis designed for use by one individual at a tine.

* AISis not used at any tine for comruni cating information
nor for processing classified information.

* Systemis operated in a dedicated security node (all users
possess the sane | evel of clearance and sane need to know).
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* This category nmay be used when accrediting desktops and
| aptops wth nodens that are not used, and are processing
uncl assified information. Be sure to identify on the List of
Equi prent that the nodemis either inoperative/not used/or that
the conputer is not used for communi cations purposes.

(2) Conmmunicating conputers or |aptops are those A'S
that communicate or transfer information to another AIS through

the use of data/tel ephone/radio |inks. These systens may consi st
of :

* Networked Local Area Network/Wde Area Network (LAN WAN)
syst ens.

*  Small systens incorporating dunb/smart termnals or
deskt op/ PCs.

* Dial-up/point-to-point systens.
Accreditation processed under this format nust identify:

* The specific network (e.g., University network, TSACS
etc.) in which the systemis operating.

* Al anticipated or known communi cati on uses of the
systen(s).

c. Make/Model: i.e., AST 486, DELL Pentium
d. Hard Drive Capacity: 1i.e., 700MB, 2.5GB
e. Amount of RAM i.e., 16MB, 32MB

f. Processor Speed: i.e., 90MHz, 200MHz
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EQUI PMENT LI ST

Cat egory:
HARDWARE
CPU Serial Numnber:
Make/ Model :

Hard Drive Capacity:
Amount O RAM

Uni versity or CGovernnment Oaned:
Processor Speed:

PERI PHERALS

Li st equi pnrent name and serial nunber for each peripheral. (nmonitor, printer,
scanner)

Equi pnent Nane Serial Nunber

SOFTWARE

Title Ver si on No. Uni versity or Governnent Oaned

Conmuni cati ng Laptop or Desktop Info:

1. Does this systemhave a nodemin use? YES NO
2. Is the systemused for:
a. Point to point conmunications? YES NO
b. Wthin the University Network? YES NO
c. Wthin the TSACS net work? YES NO
d. Wthin the Arny Standard
I nformati on System (ASI M5) ? YES NO
3. Comuni cations fromthis conmputer will be secured during transm ssion by:
a. her Type 1 or 2 encryption YES NO
devi ce?
b. Software encryption? YES NO
c. COVBEC wai ver YES NO
| SSO NAME/ RANK SCHOOL NAME
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I nstructions for Ri sk Anal ysis

This a sanple R sk Analysis. [1SSCs nmust nodify the sanple
docunent to accommobdate their risk managenent program | AW AR 380-
19, Chapter 5.

Lett er head

O fice Synbol Dat e

MEMORANDUM FOR | nformati on Systens Security Oficers (I SSQOs)

SUBJECT: Risk Analysis for Automated Information Systens (AlS)
Processing Uncl assified Non-sensitive and Sensitive But
Uncl assified (SBU) Level Information

1. Purpose. The purpose of the Ri sk Managenent Reviewis to
conduct a detailed review of the risks associated with the user
operation of conputer systens to process Uncl assified Non-
sensitive and Sensitive But Unclassified |level information. The
i nformati on devel oped as a result of this Ri sk Managenent Revi ew
will be used by Information Systens Security Oficers (1SSGs) in
the accreditation process for conputer systens within their
activity. This formal risk analysis satisfies the requirenents
of Chapter 5, AR 380-109.

2. (Objective. The objective of risk managenent is to achieve
the nost effective safeguards against deliberate or inadvertent:

a. Unauthorized disclosure of information.

b. Denial of service or use.

c. Unauthorized mani pul ati on of information.

d. Unaut horized use.
3. Methodol ogy. The four steps used to conduct this review are:
threat identification, vulnerability analysis (VA), risk

assessnment (RA), and counterneasures (CM. Definitions of the
terms are as foll ows:
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a. Threat ldentification. A description of the threat and
threat agent as they relate to specific security areas, e.g.,
physi cal security, personnel security, etc.

b. Mulnerability Analysis (VA). Indicates the probability
of a threat occurring and provides the rationale used in
calculating the probability. Probabilities are addressed as
hi gh, medium or mnimal.

c. R sk Analysis (RA). This is a determ nation of the
anticipated | osses that would result froma threat that is
carried out to conpletion.

d. Counterneasures (CM. Ildentification of existing and
proposed actions that are designed to provide a deterrent to the
opportunity of a threat or serve to mnimze the loss if the
threat is carried to conpletion.

4. Analysis and Assessnment. The reviewin this sectionis
divided into the recogni zed automation security sub-disciplines
of physical, comunications, emanations, hardware, software,
personnel, and procedural security. A definition of each sub-
di sci pline precedes the review of that area.

a. Physical Security. Physical security is provided to
conputer systens through the application of barriers and
procedures of the protected area. Physical access controls wll
be established to deter unauthorized entry into the conputer.
Physi cal access to magnetic nedia (fl oppy diskettes, backup
tapes, etc.) will be controlled. The effects of disasters such
as fire and flood will be prevented, controlled, or mnimzed by
the use of fire extinguishers and through the use of backup tapes
stored off-site.

(1) Threat. A fire originating in an office area.

VA. The probability of a fire originating in a building
constructed of masonry is mnimal, especially in light of the
requi renent to use fused power |ine protection (surge protectors)
and the DoD Snoking Only in Designated Areas policy. However,
the threat of a fire originating in a wooden building is high,
due to old, faulty or overloaded wiring, lighting, etc.

RA. Afire in an office area would threaten the entire

office. Al equipnment and software woul d be exposed to extensive
snoke or water damage or total destruction.
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CM Al organizations shall periodically prepare back up
di sks/tapes and store themoff-site at another | ocation.
Addi tionally, 1SSO should consider negotiating a nutually
supporting Continuity of Qperations Plan (COOP) with other
organi zations that have |like hardware. Fire inspections shall be
conducted AWfire regulations. The fire safety programin
wooden bui l di ngs shall be increased to ensure awareness of
potential fire hazards.

(2) Threat. Water damage from pl unbi ng.

VA. The probability of water danage to a conputer system
due to a broken water pipe in a masonry building is m nimal,
except in basenent areas where it is medium The probability of
wat er damage to a conputer systemdue to a broken water pipe/rain
| eaki ng through the roof in a wooden building is high due to the
deteriorating age of the buil ding.

RA. A broken water pipe or rain |eaking through the roof
woul d pose an el ectrical shock hazard to personnel and danage the
hardware if water were to make contact with the system Power
shut down woul d deny the use of the system

CM  \Where possible automated systens shall not be pl aced
directly under plunmbing pipes. In areas where overhead pipes are
| ocated or in wooden buildings where an automated systemis
| ocat ed adjacent to a window or other area likely to |eak,
periodi c inspections shall be made for evidence of devel oping
| eaks and plastic sheeting should be readily avail able to cover
the equi pnent. All personnel shall know where the master power
switch is | ocated.

(3) Threat. A flood.

VA. The probability of a flood occurring on the
installation is mniml due to its geographic |ocation and the
drai nage of the general area.

RA. A flood would not pose a significant threat.

CM Facility engineers have the capability of renoving
accunul ated water resulting froma greater than average rainfall.

(4) Threat. Commercial power failure.

VA. The probability of a comrercial power |oss is nmedium
and is a definite threat.
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RA. The | oss of comrercial power poses a problemin that
it contributes to the loss of nmagnetic nedia files.

CM  The cost of providing energency backup power to al
systens is not economcally feasible based on the nunbers of
systens processing unclassified non-sensitive or sensitive but
uncl assified information. Key |ocations are provided with power
backup or line stabilizers that allow an orderly power down
w thout the |loss of information. Automated systens which are
essential to the activity/unit shall use an uninterrupted power
supply (UPS).

(5) Threat. A nechanical failure of air conditioning
system

VA. The possible loss of the air conditioning system
during the summer nmonths is nmedium Normal wear and tear is
expected. Spare air conditioning systens are probably not
i mredi ately avail able. Some conputer systens are |located in not
air conditioned areas.

RA. An extended | oss of the air conditioning system
during the summer nonths could result in the shut down of the
conputer systens. Systens located in facilities not air
condi ti oned may have to shut down during periods of the day. The
m ssion of the activities/units would be inpaired due to the shut
down of the system

CM Facility engineers are on call and are available to
repair air conditioners wwthin a reasonable tine. Activities/
units not having air conditioned areas should consider shifting
operational tines to early norning/late evening peri ods.

(6) Threat. Severe thunderstorm|ightning strikes
resulting in damage to utility lines, buildings, and equi pnent.

VA. The possibility of the loss of utilities,
facilities, and equi pnent is nedi um

RA. Losses would result in a shut down of information
processi ng.

CM  Enmergency repairs would be undertaken i medi ately.

Units/activities having essential information processing
requi renments shoul d consider activation of a COOP plan or
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relocation to another area not affected by the | oss of power.
Where warning of imm nent danger exists, A'S nust be turned off
or unplugged to reduce possibility of danmage.

(7) Threat. WMajor w ndstorm damage to buil di ngs/
equi pnent .

VA. The possibility of a majjor wwndstormin the area is
hi gh. Major damage in a masonry building is mnimal. Mjor
damage to a wooden building is high

RA. Major damage to buil dings could shut down
oper ati ons.

CM |Imediate repairs and reroute of conmunications
traffic would begin wthin a short tine after the damage.
Alternate work | ocations would be selected. |[|nplenent COOP
operations as soon as possible.

(8) Threat. Earthquake resulting in the destruction of
bui | di ngs.

VA. The threat of an earthquake is mninmal and, if one
did occur, it is unlikely that it would be of the magnitude
necessary to produce structural damage.

RA. A mgjor earthquake would cause total disruption of
oper ati ons.

CM Activation of a COOP plan should be considered.

(9) Threat. An intruder/vandal found on site with
intent to destroy.

VA. The probability of an intruder/vandal attenpting to
gain access with intent to destroy is mninmal, except in wooden
bui | di ngs where the probability is nmedium

RA. Intrusion could be expected to cause damage to the
equi pnent and sof tware.

CM  Automated systens which process uncl assified non-
sensitive and sensitive but unclassified information and have an
internal hard drive nmust enploy sone formof access control
e.g., a software security systemwhich requires a password to
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gain entrance or a physical |ock over the power switch. These
systens shall also have two barriers. For exanple, two separate
| ocks:

- One on an outer door and one on an i nner door.

- O one on an outer door and a | ocking cable on the
conputer system

(10) Threat. An intrusion of security areas with intent
to gain information.

VA. The probability of intrusion for the purpose of
gaining information is m ni mal.

RA. Intrusion could be expected to cause the |oss of
Privacy Act, For Oficial Use Only and other simlar material.

CM Al visitors should be escorted to prevent
unaut hori zed i ntrusion.

(11) Threat. An intruder found on site with intent to
introduce false data into the prograns.

VA. The possibility of an intruder attenpting to
introduce false data or information is mninal.

RA. False data could cause the unit/activity a | arge
anount of damage or |ost tine.

CM Access to automated systens shall be controll ed.
Al'l personnel introducing information into the systens shall be
required to provide positive identification. Briefings will be
conducted regularly on acceptance procedures. Al personnel
introducing information into the systemw || use only approved
software and fol |l ow established procedures.

(12) Threat. An intruder/vandal gaining access to the
hardware and software with the intent to destroy.

VA. The probability of an intruder/vandal attenpting to
gain access for the purpose of destruction of the systemis
m nimal due to the generally smaller size of the system (versus a
| arger, nore costly conputer systen) and due to the | arge
quantity of systens.
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RA. The destruction of the operational progranms would
cause a mnimal delay in processing.

CM Positive IDof all visitors is mandatory prior to
granting access to the spare operational prograns.

(13) Threat. A theft of conmputer systens, and/or theft
of internal conponents.

VA. The possibility of the theft of a desktop or | aptop
conputer or internal conponents is very high based on their
portability, ease of converting to private use, or sale.

RA. The loss of the unit's/activity's conputer system
woul d have an adverse affect on the mssion. The |oss of an
i nternal conponent m ght prevent the unit/activity from
acconpl i shing a needed function.

CM Current directives require that conputers be
permanent|ly marked wth the serial nunmber and the words "Property
of the US Governnent." Wen this policy is applied, the risk of
theft is reduced due to the nuch higher risk to the thief know ng
t hat stol en equi pnent can be traced and identified. Attenpting
to renove the markings would | eave damage to the case so that its
value for sale would be significantly reduced. Fort Bragg Label
43 identifies the equipnent as Arny property that has been marked
with a traceable, invisible ink for ready identification by |aw
enf orcenent personnel.

b. Communications Security. Automated systens that
communi cate or network with other systens are required to enpl oy
sone formof protection for Privacy Act, For Oficial Use Only,
and ot her unclassified non-sensitive and sensitive but
uncl assified transm ssions. This protection can include the use
of Type 1 encryption devices, Data Encryption Standard (DES)
equi pnent, or the use of a Protected Distribution System (PDS)

(1) Threat. Unauthorized nonitoring of data
communi cations |inks.

VA. The possibility of this type of unauthorized
nmonitoring being used to gain information is mnimal. However,
nmodern net hods of nonitoring systens woul d nake unaut hori zed
monitoring relatively sinple.
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RA. The nonitoring of data transm ssions and information
bei ng processed on conputer systens could conpronise the data
since few systens use encryption devices or PDS protection.

CM  Systens which transmt uncl assified non-sensitive
and sensitive but unclassified informati on should be protected by
encryption or through the use of a PDS whenever possible.

(2) Threat: Unauthorized hacking into AIS with
intentions of stealing information, destroying data files and
inserting malicious codes.

VA. The possibility of this type of unauthorized entry
into conputer systemis highly likely due to the abundant hacker
prograns available off the Internet. Today s hackers need not be
a highly educated conputer anal yst, but only able to downl oad the
hacker’s software prograns, and nost tines at no cost.

Addi tionally, due to the manpower shortage, npbst system
adm ni strators cannot devote the tinme to continually nonitor the
system for anonali es.

RA. Breaking into conputer systemis relatively easy due
to the huge nunber of unprotected networks and availability of
hacki ng sof t war e.

CM

(1) Installation of firewalls can block I Ps and prevent
hackers fromidentifying sensitive information about the system
and its users.

(2) Installation of IDS can nonitor conputer systens
bei ng accessed and in identifying authorized access attenpts.

(3) System Adm nistrators and Network Managers shoul d be
trained on identifying and using C2 Protect tools.

c. Emanation Security. This area of protection is provided
t hrough the use of TEMPEST approved equi pnent and installation
consi derations for systens which process classified information.
Since this risk nmanagenent covers only uncl assified processors,
ri sk assessnent of this section is not required.

d. Hardware Security.
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(1) Threat. Unauthorized persons posing as mai ntenance
personnel with the intent of copying data, altering prograns or
destroyi ng hardware systens.

VA. The possibility of this type of threat is unlikely
due to the high risk of being discovered.

RA. A loss of the hardware and software systens woul d
inpair the office/unit that had been penetrated. Total
di sruption of the systemcould be effected.

CM  Mai ntenance personnel shall be escorted and under
vi sual observation at all tines.

e. Software Security. This area of protection is provided
t hrough government purpose/ application prograns, and routines
that protect data and hardware of an AIS systemand its
resources. Additionally, governnment directives establishes
mandatory policy on use of software.

(1) Threat. Unauthorized changes to application or
executive prograns either intentional or unintentional.

VA. The possibility of this type of threat is unlikely
because the software for automated information systens and
communi cation termnals are standard off-the-shelf itens.

RA. A change to the operational prograns would cause a
| oss of control for the processing of information until a new
di skette coul d be created.

CM Only authorized personnel will be allowed to change
conputer configuration, and nodify/delete software. Oigina
copi es of applications software nust be nai ntai ned.

(2) Threat. Theft of software for unauthorized uses.

VA. The possibility of this threat is |likely due to the
hi gh cost of some system software which could be applied to hone
conput ers.

RA. Loss of the system software would have an adverse
effect on the mission if the systemwere to crash. A |loss of
time would result attenpting to |ocate and re-install another
copy of system software.
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CM  The periodi ¢ unannounced and spot checks conducted
by the unit |1SSO act as a deterrent to such crine. Supervisors
nmust be know edgeabl e of the threat of this type of crine.

f. Personnel Security. Personnel security is the area of
protection and procedures established to ensure that al
personnel who have access to sensitive defense infornmation have
the required authority as well as the background investigation.

(1) Threat. Disloyal personnel with the intent to
provi de information to unauthorized persons.

VA. The probability of this type of threat is unlikely.
The material processed on these systens is Privacy Act, For
Oficial Use Only, and other simlar sensitive information. This
Ri sk Anal ysis does not cover classified processors.

RA. The loss that would result fromthis type of threat
coul d be considered m ni nmal .

CM I SSCs nust conduct the initial screening and
i nvestigation of personnel prior to allowing themto wirk as a
conputer operator. Suspicious acts by coworkers should be
reported.

(2) Threat. Disgruntled enployees whose intent is to
di srupt operations by destroying operational prograns or
fal sifying information input/output.

VA. The probability of this type of threat is possible
and in sone cases likely as a way to get back at supervisors or
the unit/activity.

RA. The nmani pul ati on of the operational prograns would
cause a mnor disruption of operations and m ssion until a new
di sk could be created or retrieved fromstorage. Falsification
of information in the unit or office area would cause confusion
within the mssion area. Recovery of the false information could
cause a mninmal delay in mssion execution if discovered in tine.

CM Daily observations and/or renoval of disaffected
operators and regular reviews of information systens and software
Wll mnimze the chances for introduction of false information.
Supervi sors who nai ntain an open channel of communication with
their enpl oyees and who becone actively engaged in the problem
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solving process wll greatly reduce the possibility of

di sgruntl ed enpl oyee danage. Personnel that are being considered
for disciplinary action/renoval from service should be renoved
fromduties as a conputer operator/progranmer.

(3) Threat. Human error resulting in a |loss of data
t hrough erroneous processing.

VA. The possibility of this type of unintended loss is
likely due to the conplexity of some operations and | ack of
operat or training.

RA. The | oss of data through human error woul d cause a
m ni mal delay of operations due to the need to retrieve the
i nformati on from backup storage. On-line transm ssion and
reception of information would not be inpaired.

CM  Ensuring proficiency through the use of training
progranms. Cbservation of newly assigned personnel by supervisors
is made mandatory during performance of sensitive operations.
Spare diskettes with backup informati on nmust be stored for
conti ngency purposes.

(4) Threat. The |loss of key personnel due to transfer,
retirement, or energency | eave.

VA. The possibility of this type of loss is |likely due
to the conplexity of the command and the turnover and | oss of
personnel .

RA. The | oss of personnel due to transfer would cause
m ni mal problenms due to constant cross training of personnel and
use of the backup system of duty assignnments. M ssion inpairnent
woul d be m ni mal .

CM Constant cross training of all personnel, presence
of witten guidance such as a SOP/MJ, and backup assi gnnment of
tasks and mssions will ensure mnimal interruption.

g. Procedural Security. Procedural security is the area of
protection provided by managenent constraints. Operational
adm ni strative, and supplenental controls are established to
provide protection for the data or information.

(1) Threat. Operators unintentionally processing
classified information on a systemaccredited only for
uncl assi fied operation.
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VA. This type of threat is likely in offices where both
classified and uncl assified processing occurs.

RA. dassified informati on unknowi ngly placed in a
uncl assified environnent increases the potential for its
conprom se

CM ISSCs nust train operator personnel to recognize
classified information (which has been properly marked), so that
information will not be processed on the uncl assified processor.
Supervi sors nust be educated to assure that they do not task an
operator to process classified on an uncl assified processor.
Spot checks by security personnel will help ensure conpliance.

5. Findings. The level of risk associated wth the operation of
automated systenms within this organi zati on has been eval uat ed.
Considering the security neasures in place and/or passed, the
operation of these systens under present security standards is

Wi thin acceptable limts.

6. Advice And Assistance. This formal risk analysis satisfies

the requirenments of Chapter 5, AR 380-19 and applies to al
uncl assified conmputers within this organi zati on.

Signature of the
Accreditation Authority
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